Report No. 6-278-00-002-P

May 30, 2000
MEMORANDUM
TO: Director, USAID/Jordan, Lewis Lucke
FROM: Acting RIG/Cairo, Thomas C. Asmus

SUBJECT: Audit of USAID/Jordan's Implementation of the Federd Managers Financia
Integrity Act

This is our find report on the subject audit. We reviewed your comments to the draft report
and included them as Appendix Il. The report contains one recommendetion (page 7) which is
closed upon issuance of this report.

| gppreciate the cooperation and courtesies extended to my staff during the audit.

Background

The Federd Managers Financid Integrity Act of 1982 (FMFA) establishes requirements with
regard to management accountsbility and controls. This law encompasses program,
operationd, and adminidrative areas as well as accounting and financid management.  Under
the authority of the FMFIA, the Office of Management and Budget (OMB) issued Circular No.
A-123' to provide detailed guidance for assigning federa managers the responsibility for
designing management structures that help ensure accountability and include appropriate cost-
effective controls.

In addition, the FMFIA requires the U.S. Generd Accounting Office (GAO) to issue standards
for interna control in the government. Fundamentally, managers use a variety of controls to
provide reasonable assurance that an agency can meset its objectives. Control activities are the
policies, procedures, techniques, and mechanisms that enforce management directives. They
help ensure that actions are taken to address the risk factors that jeopardize an organization’s
achievement of itsgods. Certain categories of control activities are common to al agencies and
include, among other things, appropriate documentation, accurate and timely recording of
transactions and events, and the proper execution of transactions and events.

OMB Circular No. A-123 states that management controls are the organization, policies and
procedures used to reasonably ensure that (1) programs achieve their intended results; (2)

1OMB Circular No. A-123, Management Accountability and Control




resources are used consistent with agency mission; (3) programs and resources are protected
from waste, fraud, and mismanagement; (4) laws and regulations are followed; and (5) rdiable
and timely information is obtained, maintained, reported and used for decison making. The
Circular provides guidance to federa managers on improving the accountability and
effectiveness of federd programs and operations by establishing, assessing, correcting, and
reporting on management controls.

USAID has issued Automated Directives Sysem (ADS) Chapter 596, Management
Accountability and Control, which provides the Agency's policy and procedures for
establishing, assessing, correcting, and reporting on management controls under FMFIA and
OMB Circular No. A-123. Additiona guidance for assessng the adequacy of management
controls and annud ingtructions for reporting the status of management controls is provided by
USAID's Bureau for Management's Office of Management Planning and Innovation (M/MPY).

Audit Objectives

The Office of the Regiona Inspector Genera, Cairo (RIG/Cairo) audited USAID/Jordan as
part of aworldwide audit to andyze the extent to which USAID has established a management
process that satisfies the requirements of the Federd Managers Financid Integrity Act.  The
gpecific audit objectives were:

® Has USAID/Jordan established management controls and periodically assessed

these controls to identify deficiencies in accordance with the Federal Managers
Financial Integrity Act and related regulations and guidance?

® Has USAID/Jordan reported material weaknesses in accordance with the Federal
Managers Financial Integrity Act and related regulations and guidance?

® Has USAID/Jordan taken timely and effective action to correct identified
management control deficiencies in accordance with the Federal Managers
Financial Integrity Act and related regulations and guidance?

Appendix | includes adiscussion of the scope and methodology for this audit.



Audit Findings

Has USAID/Jordan established management controls and periodically
assessed these controls to identify deficiencies in accordance with the
Federal Managers Financial Integrity Act and related regulations and
guidance?

USAID/Jordan has established management controls and periodically assessed these controls to
identify deficiencies in accordance with the FMFIA and related regulations and guidance.

As dated above, the FMFIA and OMB Circular No. A-123 provide guidance for use by
agencies and managers to, among other things, establish management controls and to
periodicaly assess the adequacy of those controls. Further, ADS Chapter 596 instructs
missons and cognizant managers to: (1) appoint a Management Control Officid (MCO) to
oversee and coordinate management accountability and control issues within the misson; (2)
ensure that appropriate and cost-effective management controls are established; (3)
continuoudy perform management control assessments in accordance with ingtructions issued by
USAID's Bureau for Management's Office of Management Planning and Innovation (M/MPY);
and (4) establish a Management Control Review Committee (MCRC) to assess and monitor
deficiencies in management controls.

Moreover, M/IMP provides annua guidance to missions for conducting FMFIA reviews. In
conducting reviews, missons are ingtructed to use existing sources of information to supplement
management's judgment in assessing the adequacy of management controls, including:

1) management knowledge gained from daily operation of USAID programs and
sysiems,

2) manegement reviews,
3) Office of Ingpector General and Generd Accounting Office reports, and
4) program evauations.

Missions are dso indructed to review the ADS in determining mission compliance with USAID
policies and essential procedures. M/MPI provides a Management Control Checklist to assist
in conducting the reviews. The Fiscd Year 1999 checklist contained 189 control techniques
extracted from the ADS.

In implementing the above criteria, USAID/Jordan appointed the Controller as the Management

Control Officer (MCO) to oversee and coordinate management accountability and control

issues within the Misson. The Misson had dso established an MCRC—comprised of the

Regiona Legd Advisor, Regiond Contracting Officer, Executive Officer, Program Officer, and

Controller and headed by the Mission Director—to provide oversight of its management control
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process.

The Misson generdly followed the policies and procedures as saed in the ADS. When
deemed necessary, the Mission issued Misson Orders and other Mission-specific guidance to
complement or further clarify the ADS and to establish any needed palicies, procedures and
sysems. For example, in June 1999 a Mission Order was issued to re-delineate operational
and program responshilities among misson officids. It was written in a revised format to
ressmble the standard format used in the ADS.  Ancther Mission Order established the
accountability requirements governing trust fund management when disbursement responsibility
was transferred from the United States Disbursing Officer to the USAID Controller.

In completing the Fisca Year 1999 FMFA Assessment, USAID/Jordan took an organized
and conscientious gpproach. Acting in its lead role, the Controller’ s office issued a memo to the
responsble MCRC members that provided guidance in performing the review. The memo
included a timetable for conducting the review and identified the officers responsble for
completing the various parts of M/MPI’s checklist containing the 189 control techniques. The
following table highlights the areas addressed by these contral techniques.

CONTROL TECHNIQUES

CATEGORY NUMBER
Program Assistance 42
Organization Management 7




CONTROL TECHNIQUES
Administrative Management 38
Financial Management 52
Acquisition and Assistance 42
Audit Management and Resolution 5
Other 3
TOTAL 189

Upon receipt of the checkligt, each responsble MCRC member determined whether the
controlsin their assigned areas were satisfactory. On September 8, 1999, an FMFIA mesting,
chaired by the Controller and attended by MCRC members and their key staff involved in the
FMFIA review, was held. This meeting helped to ensure that the actions needed to mest their
FMFIA certification deadline were on track. At this meeting, the members aso concluded that,
as was the case for the 1998 FMFIA review, there were no material wesknesses identified in
the 1999 review. At this meeting, internal control deficiencies that needed correction were aso
identified.

A consolidated checklist with dl responses from the MCRC members was then circulated by
the Controller's office to the MCRC members and to the non-MCRC member heads of the
Mission's technica offices for find edit and comments. After incorporating find edits and
comments, the Controller, on September 30, 1999, then issued a memo to the Mission Director
describing the FMFIA review processes the Misson undertook, summarizing the results of the
review, and requesting the Misson Director’ s certification/sgnature.

Has USAID/Jordan reported material weaknesses in accordance with
the Federal Managers Financial Integrity Act and related regulations
and guidance?

USAID/Jordan performed an evauation of its sysem of internd accounting and administretive
controls for Fiscal Year 1999 in accordance with the Federa Managers Financid Integrity Act
and related regulations and guidance. It did not identify any materia wesknesses or deficiencies
that needed to be reported to the next level of management.
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OMB Circular No. A-123 requires that a management control deficiency be reported if it is or
should be of interest to the next level of management. This dlows the chain of command
gructure to determine the relative importance of each deficiency. Along these lines, USAID's
ADS Chapter 596 and M/MPI's Fiscd Year 1999 FMFIA ingructions require that missons
provide an FMFA compliance certification to the cognizant Assstant Admi nistrator,” with a
copy to M/MPI, on the overdl adequacy and effectiveness of management controls. This
cetification should identify management control deficiencies determined to be materid
weaknesses,® induding those that are not correctable within the misson's authority and
resources.

USAID/Jordan submitted a Fisca Year 1999 FMFIA cetification to the Assdant
Adminigrator for the Asia and Near East Bureau (AA/ANE) that did not include any materia
weaknesses.

Has USAID/Jordan taken timely and effective action to correct
identified management control deficiencies in accordance with the
Federal Managers Financial Integrity Act and related regulations and
guidance?

Although USAID/Jordan took corrective actions on most of its deficiencies identified in its 1998
and 1999 FMFIA reviews, it needs to improve and formalize its follow-up system to ensure
timely and effective action on dl deficiencies

Recommendation No. 1. We recommend that USAID/Jordan formalize its system
for correcting management control deficiencies and amend its Management
Control and Review Committee Misson Order to require the Committee to (a)
approve written corrective action plans, (b) review the satus of outstanding
deficiencies at least semi-annually, (c) document all corrective actions taken, and
(d) document its review and approval of final corrective actions and its closure
decisions.

OMB Circular No. A-123 dates that management control assessments will be performed to
identify deficiencies in agency programs and operations and that corrective action plans will be

2For USAI D/Jordan, the cognizant Assistant Administrator isthe Assistant Administrator for the Asiaand

Near East Bureau (AA/ANE).

3 A material weakness would (1) significantly impair the organization's ability to achieve its objectives; (2)
result in the use of resources in a way that is inconsistent with Agency mission; (3) violate statutory or
regulatory requirements; (4) result in a significant lack of safeguards against waste, loss, unauthorized use or
misappropriation of funds, property, or other assets; (5) impair the ability to obtain, maintain, report and use

reliable timely information for decision making; or (6) permit improper ethical conduct or a conflict of interest.
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developed to track an agency’s progress in resolving the identified deficiencies. In addition, the
ADS' dates that agency managers are responsible for taking timely and effective action to
correct deficiencies identified. Furthermore, corrective action plans should be developed and
tracked interndly by each assessable unit. Missons are not required to report non-materia
weskneses to the next level of management, i.e., the cognizant Assstant Adminigtrator, but are
gl required to take timely and effective action to correct the deficiencies.

For its 1998 FMFIA review, the Misson identified eight deficiencies. All of these deficiencies
were indicated as having been corrected. However, the Mission had not devel oped approved
written corrective action plans with target dates for completing the necessary actions.
Additionally, documentation evidencing corrective actions taken was not mantained at the
MCRC levd. Further, the Misson's MCRC had not met in the interim to review progress in
correcting its 1998 FMFIA identified deficiencies. Ingtead, one year later, a the time of
performing its 1999 FMFIA review, the Controller made a determination that al eight of its
1998 management control deficiencies had been corrected.

We attribute the lack of documentation of the Misson's corrective action process and the
MCRC's weak monitoring of that process to a generad desire by the Mission to keep its
bureaucracy and paperwork to a minimum. Neverthdess, the lack of written approved
corrective action plans with target dates, interim progress meetings, and documentation when
corrective actions are completed, al a the MCRC leve, makes it difficult to determine if a
corrective action was actualy completed, if it was completed as scheduled, and whether the
MCRC3%,the unit charged with assuring actions ae taken in a timey and effective
mannery/, agreed to the closure of the deficiency. With a formalized tracking system by which
to monitor the correction of an identified control deficiency, management would be better able
to review as well as report on progress towards closure.  Further, not reviewing the status of
outstanding deficiencies on an interim bagis, i.e, a leas semi-annudly, could lead to the
unfortunate impresson that FMFIA isonly an annua exercise.

For its 1999 FMFIA review, the Mission identified two management control deficiencies. As of
the completion of our audit fidldwork on January 20, 2000, the Misson had not completed the
first step towards correcting those deficiencies, an MCRC-approved written corrective action

plan.

Other Matters 34 Risk Assessments Would Further Strengthen the
Mission's FMFIA Process

Every Federd agency faces risks that could threaten the achievement of its objectivesy, and
USAID is no exception. USAID as a whalg, its fidd missons and even offices within those
missons face a variety of risks from both externa and internadl sources. Risk assessment is the
identification and analys's of possible risks to meeting objectives and forming a basis for how

4Chapter 596, Management Accountability and Control, Section 596.3, ""Responsibility"
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those risks should be managed or controlled. Primarily, risk assessment conssts of managers
asking themsalves what positive outcomes need to occur and what negative outcomes need to
be prevented in order for their operation/program to succeed. The manager would then:

1) identify conditions that might inhibit postive outcomes and conditions that might foster
negative outcomes (identifying risks),

2) determine the probability and impact of those risks (determining the level of risk - generdly
high, medium or low), and

3) based on the leved of risk, set in place appropriate management controls to mitigate those
risks.

For example, inaccurate information in progress reports can lead to erroneous decisons.
Accordingly, inaccurate reporting from USAID contractors and grantees would be a risk that
could have sgnificant ramifications (a high risk). A manager might mitigate that risk by verifying
reported information during periodic Ste vists.

The benefits of risk assessment are two-fold. Firdt, by conducting risk assessments, misson
managers can ensure that they have established management controls that are appropriate to
their unique Stuation (ADS Section E596.5.1a requires that cognizant managers establish
gopropriate controls). Second, by identifying the level of risk in operations and programs,
senior misson management can focus more resources on hi%h risk areas and less resources on
low risk aress, thereby increasing efficiency and effectiveness.

In addition to the arguments presented above on the benefits of performing a forma risk

assessment, we believe the following specific facts regarding the Misson warrant serious
congderation in favor of arisk assessment by thetime of the Fisca Year 2000 FMFIA review:

¢ USAID/Jordan had not performed aformd risk assessment since May 1994;

® The dollar amount of the USAID/Jordan program has significantly increased since that last
assessment; and

® The Mission's organizaiona structure changed from a "project management” structure to a
"drategic objective’ structure since the assessment.

Since USAID/Washington does not require missons to conduct comprehensive risk
assessments on an annud or other periodic basis, we are not making a forma recommendation

®The U.S. Genera Accounti ng Office (GAQO), Standards for Internal Control in the Federal Government,
November 1999, recognizes the benefits of risk assessment and states that management should be
comprehensive in itsidentification of risks at both the entity-wide and activity level.
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to the Mission regarding thisissue.

Management Comments and Our Evaluation

In response to Recommendation No. 1, the Misson added language to Mission Order No.
6002, "Management Control Review Committee" which addresses the four parts of the
recommendation.  Accordingly, we condder that the Misson has taken find action on
Recommendation No. 1 and the recommendation is closed.



APPENDI X |

SCOPE AND
METHODOLOGY

We audited USAID/Jordan’'s implementation of the Federd Managers Financid Integrity Act
(FMHA). The audit was performed in accordance with generaly accepted government
auditing standards and was conducted from November 29, 1999 through January 20, 2000 at
USAID/Jordan.

We audited the Misson's Fiscal Year 1999 FMFIA assessment and deficiencies noted under its
Fiscd Year 1998 and 1999 assessments. The purpose of the audit was not to identify al the
materia weaknesses not reported by the Misson; however, if any previoudy unreported
weaknesses came to our attention during the audit, we included these in our audit report. Also,
the scope of this audit did not include a detalled analyss of individud management controls to
determine their effectiveness.

The audit work included reviewing the Misson's system for establishing, assessing, reporting
and correcting management controls. To accomplish the audit objectives, we used the FMFIA,
Office of Management and Budget Circular No. A-123, the Generd Accounting Office's
(GAO) Standards for Internal Control in the Federd Government, USAID's Automated
Directives System (ADS) Chapter 596 on Management Accountability and Control, other ADS
chapters relating to Agency policies and essentiad procedures, and guidance for assessing the
adequacy of management controls and annua indructions for reporting the Satus of
management controls provided to missons by USAID's Bureau for Management's Office of
Management Planning and Innovation.

We interviewed the Misson's Management Control Officid, members of the Misson's
Management Control Review Committee and operating unit managers. We aso reviewed
available documentation on the Fiscal Year 1998 and 1999 FMFA reviews, including the
lisings of management control deficiencies and management action plans for correcting those
deficiencies. We reviewed the Misson's Fiscal Year 1998 and 1999 FMFIA certifications to
the AA/ANE on the overdl adequacy and effectiveness of management controls, noted any
materid  wesknesses identified, and reviewed the dtatus of any materiad wesknesses or
deficiencies identified in the Fiscd Y ear 1998 review.
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U.S. AGENCY FOR
INTERNATIONAL
DEVELOPMENT

OFFICE OF THE DIRECTOR

To: Darryl Burris, RIG/A/Cairo

From: Lewis W. Lucke, Missig AlD/Jordan

Subject: Audit of USAID/Jordan’s Tmplementation of the Federal Managers’
Financial Integrity Act, Report No. 6-278-00-00X-P

Recommendation No. 1 states: We recommend that USAID/Jordan formalize its
system for correcting management control deficiencies and amend its
Management Control and Review Committee Mission Order to require the
Commiittee to (a) approve written corrective action plans, (b) review the status of
outstanding deficiencies at least semi-annually, (c) document all corrective
actions taken, and (d) document its review and approval of final corrective
actions and its closure decisions.

Mission concurs with the recommendation. Attached is the revised Mission Order
dealing with the Management Control and Review Committee. Based upon the
revisions made | request that the recommendation be closed upon issuance of the
report.
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